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Preface

ear Reader,
You hold in your hands a vast and thorough repository of knowledge and

experience. Information security is an incredibly complicated and ever-changing
subject, and this book tackles the entire subject. The original concept for this book was to
provide a security blueprint or cookbook—a comprehensive guide for building a complete,
effective security program. This second edition stays true to that idea. The book was
written for people who, like myself once upon a time, find themselves in a position of
having to secure an organization’s network, and start to realize there’s more to security
than a firewall. The technologies are important, and they are complex and varied. But the
nontechnical aspects of security are equally if not more important. Bruce Schneier
famously said “Security is a process, not a product,” and I completely agree. I'd say the same
thing about any business process. Technology can help an organization enforce its
business goals and policies, but it is not, in and of itself, a magic solution to all problems.
That’s why this book covers both technology and practice.

I envisioned the first edition of this book a decade ago and participated in writing it
because I wanted to share with other IT professionals what I had learned in my first ten
years in the field of information security, and the philosophies I developed along the way.
After 20 years of practice, I've found that those lessons and philosophies still hold true: an
organization needs security policies, a technology strategy that’s based on risk assessment,
and the right technologies to plug all the holes inherent in the network. But it doesn’t end
there—as a security professional, you need to change and manage the behaviors of the
people who handle data. When you begin to contemplate that, you soon realize that what
you’re really protecting are information assets—which may be electronic, or may take other
forms such as paper and voice. A comprehensive approach is the only way to be successful.
You have to look at the complete picture in order to really be effective. How do you get
your arms around all that? Breaking it down into individual topics, and ensuring that every
aspect is covered, from philosophy to strategy to technology to behaviors, is the approach
I've taken. Everything is manageable when you carve it into bite-sized chunks that can be
dealt with one at a time. This book covers everything you need to know in order to build a
comprehensive, effective security program.

XxXiii
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The first edition was written at the beginning of the millennium—when the Internet was
transitioning from a business resource to a business necessity—to provide a comprehensive
resource for IT administrators (which was not available anywhere else) by offering guidance
on how to create, deploy, and monitor a security solution on a budget. This second edition
remains true to that vision, with every aspect of information security represented and
updated. This book was, and remains, the only cradle-to-grave network security reference
that brings security strategies and tactics together in one resource. The holistic approach to
security theory, combined with logical, concise, hands-on information, arms IT professionals
with the knowledge they need to secure their infrastructure.

I hope this book provides you with valuable insight, perspective, and knowledge. I believe
we are at our best when we share what we know.

Regards,
Mark Rhodes-Ousley
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Introduction

‘ \ rhether you are a security professional, an IT professional who wants to learn
more about security, someone who has been thrust into a security role without
preparation, an executive who wants to increase your organization’s knowledge
assets, a member of a sales force in a company that sells security products or services, or a
technology, law, or business student or professor in a college or university, this book was
written for you.

Students and professionals alike need a comprehensive guide to all aspects of security, and
this second edition fulfills corporate and academic needs with updated material. Colleges now
offer dedicated information security programs, yet they don’t have access to a comprehensive
security textbook. Organized with academic institutions in mind, this book is an important
resource for the security professionals of the future, and it is still the only comprehensive book
on security. This book takes a vendor-neutral approach in order to improve the lifespan and
applicability of the material without “favoritism” to particular products.

A typical reader of this book would be a networking or technology professional put in
charge of deploying and managing network security within their company. Due to cuts in
IT budgets, many IT professionals are being tasked with assessing and deploying network
security solutions for their company. Millions of IT professionals in small, midsize, and
large companies are finding themselves in charge of network security but are ill-equipped
to handle these responsibilities. Many of these IT professionals do not possess enough
training to successfully secure their networks from both internal and external attacks. This
book contains everything they need to know about information security.

What This Book Covers

This book covers all aspects of information security, from concept to details. It includes
methodology, analysis, and technical details to fit the reader’s needs. Equally applicable to
the beginner and the seasoned professional, this book provides a one-stop reference that
replaces and obsoletes other books.

The practice of information security has grown in depth and breadth since the first
edition. New standards and regulations have appeared, as have new technologies. Most
security practitioners find themselves in the position of needing to comply with these new
standards and regulations and secure new technologies. This book covers information
security standards, including COBIT, ISO 27000, and NIST, regulations such as Gramm-
Leach-Bliley (GLBA), Sarbanes-Oxley (SOX), HIPAA, NERC CIP, and PCI DSS, and a
variety of state, federal, and international laws. Organizing around these standards and
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regulations improves this book’s practicality and usefulness as a professional reference. In

addition, many organizations use I'T Infrastructure Library (ITIL) practices to improve the
quality of their processes, and this book shows how ITIL can be integrated with security to

produce successful results.

How to Use This Book

Start with Chapter 1 to understand the philosophy and methodology that inform the core
principles and practices of a successful and effective security program, and then skim the
rest of Part I to learn more about the subjects that are important to you. Then, jump to the
chapters that are particularly relevant to your situation for a deeper dive. This book is meant
to be a desk reference that you can pick up at any time to find the guidance you need.

For instructors, the publisher has created Instructor Teaching Materials, which you can
download from this book’s McGraw-Hill web page at www.mhprofessional.com/InfoSecurity2e.

How This Book Is Organized

The seven parts of this book are organized into conceptually related subject groups,
beginning with the most basic, comprehensive material that every security practitioner
should know, and proceeding through the layers of infrastructure that are found in I'T—
data, network, computers, applications, people, and facilities—with techniques to secure
the components found in each layer.

Part I: Foundations starts with the fundamentals of security. I encourage you to read at
least the first four chapters, regardless of which particular subjects interest you. To see the
whole picture, you need to understand the rationale and philosophy behind the best
practices. The overview given in Chapter 1 expresses the importance of security and the best
way to go about it. Risk analysis follows in Chapter 2, because it should be the first step before
you do anything else. The discussion of compliance with standards, regulations, and laws in
Chapter 3 provides guidance to those who need to avoid legal risk. Chapter 4 offers secure
design principles, which describe how to plan for security. Security policies (Chapter 5) form
the core set of requirements needed for a security program. Chapter 6 provides insights into
how to staff, resource, and support the security function. Authentication and authorization
(Chapter 7) form the basis for restricting access based on need.

Part II: Data Security provides guidance on protecting the most valuable assets on
the network: data. Chapter 8 describes techniques to protect data on its own outside of a
structured environment. Information rights management, covered in Chapter 9, gives a
new option for protecting data in the wild. Encryption (Chapter 10) is the tried-and-true
approach to protecting the confidentiality of data, and storage security (Chapter 11)
and database security (Chapter 12) provide best practices for protecting data within
their borders.
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Part III: Network Security (Chapters 13-19) covers the security of the network
infrastructure itself, including secure network design, network device security, firewalls,
virtual private networks, wireless networks, intrusion detection and prevention, and voice
security.

Part IV: Computer Security (Chapters 20-25) dives into operating system security
models, Unix security, Windows security, securing infrastructure services, virtual machines
and cloud computing, and securing mobile devices.

Part V: Application Security (Chapters 26-30) takes on secure application design,
writing secure software, J2EE security, Windows .NET security, and controlling application
behavior.

Part VI: Security Operations (Chapters 31-33) addresses security operations
management, disaster recovery, business continuity, backups, high availability, incident
response, and forensic analysis.

Part VII: Physical Security (Chapter 34) describes how to protect the premises in which
computers and people reside.

The end of the book includes a comprehensive security glossary, for easy lookup of any
acronym or term you may be unfamiliar with.
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CHAPTER

Information
Security Overview

There are a few key questions that you need to ask before embarking on any security
endeavor. What are you trying to protect? Why are you trying to protect it? How will you
protect it? This chapter helps you to address those questions by covering some background
information and axioms, ideologies, reasoning, values, and viewpoints you should keep in
mind whenever you are considering security tools and techniques. The following sections
explain why information is important, the historical context of information protection,
methodologies that are used to maximize the effectiveness of security implementations, and
how to define and describe the value of the security investment. By keeping these concepts
in mind when you refer to this book and when you put this book’s practices into operation,
you will enhance your success and be able to defend your decisions and choices.

NOTE Words in italics are specialized terms that are defined at the end of this book, in the Security
Dictionary. Check the Dictionary for clarification on what these italicized terms mean.

The Importance of Information Protection

Information is an important asset. The more information you have at your command, the
better you can adapt to the world around you. In business, information is often one of the
most important assets a company possesses. Information differentiates companies and
provides leverage that helps one company become more successful than another.

Information can be classified into different categories, as described in Chapter 5. This is
typically done in order to control access to the information in different ways, depending on
its importance, its sensitivity, and its vulnerability to theft or misuse. Organizations typically
choose to deploy more resources to control information that has higher sensitivity. The U.S.
government, for example, uses a five-level classification system that progresses from
Unclassified information (which everyone can see) to Top Secret information (to which only
the most trusted people have access).
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Organizations classify information in different ways in order to differently manage
aspects of its handling, such as labeling (whether headers, footers, and watermarks specify
how it should be handled), distribution (who gets to see it), duplication (how copies are
made and handled), release (how it is provided to outsiders), storage (where it is kept),
encryption (if required), disposal (whether it is shredded or strongly wiped), and methods
of transmission (such as e-mail, fax, print, and mail). The specifics are spelled out in an
organization’s information classification and handling policy, which represents a very
important component of an organization’s overall security policy.

Information intended for internal use only is usually meant to be seen by employees,
contractors, and service providers, but not by the general public. Examples include internal
memos, correspondence, general e-mail and instant message discussions, company
announcements, meeting requests, and general presentation materials. This type of
information is typically the least restricted—because spending a lot of time and money on
protecting it doesn’t outweigh the value of the information or the risk of its disclosure.

Companies may have confidential information, such as research and development plans,
manufacturing processes, strategic corporate information, product roadmaps, process
descriptions, customer lists and contact information, financial forecasts, and earnings
announcements, that is intended for internal use on a need-to-know basis. Loss or theft of
confidential information could violate the privacy of individuals, reduce the company’s
competitive advantage, or cause damage to the company. This type of information is
available to external audiences only for business-related purposes and only after entering
a nondisclosure agreement (NDA) or equivalent obligation of confidentiality.

Specialized information or secret information may include trade secrets, such as formulas,
production details, and other intellectual property, proprietary methodologies and practices
that describe how services are provided, research plans, electronic codes, passwords, and
encryption keys. If disclosed, this type of information may severely damage the company’s
competitive advantage. It is usually restricted to only a few people or departments within a
company and is rarely disclosed outside the company.

Egg on Their Faces: A Case Study
Egghead Software was a well-known software retailer who discovered in 2000 that
Internet attackers might have stolen as many as 3.7 million credit card numbers from
its web site, housed offsite at an e-commerce service provider that lacked good security.

This information quickly made the news, and as a result, Egghead’s corporate
identity was more than just tarnished—it was destroyed. Customers fled in droves.
The media coverage ruined the company’s reputation. Egghead’s stock price
dropped dramatically, along with its sales. Cost-cutting measures, including layoffs,
followed. The chain reaction finally concluded with Egghead’s bankruptcy and
subsequent acquisition by Amazon.com.

Were the consequences of inattention to security too extreme? You be the judge.
But could those consequences have been avoided with good security practices?
Absolutely.
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In some business sectors, the protection of information is not just desirable, it’s
mandatory. For example, health care organizations are heavily regulated and must comply
with the security requirements of the Health Insurance Portability and Accountability Act of
1996 (HIPAA). They are required by HIPAA to ensure robust security over protected health
information (PHI) that consists of medical data and personally identifiable information (PII).
Financial institutions are also required by regulations to protect customer information, PII,
and financial records. These regulations include security rules defined by the Federal
Financial Institutions Examination Council (FFIEC), and the Gramm-Leach-Bliley Act
(GLBA), also known as the Financial Services Modernization Act of 1999. Regulations such as
the Sarbanes-Oxley Act of 2002 (also known as SOX or Sarbox) also apply to many companies
that are publicly traded, to protect shareholders against the dissemination of false financial
information. Other legal regulations include SB 1386 and SB 24, which are California laws
requiring companies to protect personal information. All of these regulations carry penalties,
some of which are strong, for failure to properly protect information. (Chapter 3 covers these
and other regulatory requirements in more detail.) The proliferation of information security
regulations around the world is an indicator of the importance of protecting data.

The better your security controls are that protect all these different types of data, the
greater the level of access that you can safely provide to authorized parties who need to use
that data. Likewise, third parties can give you more access to their data if it’s secure. The
higher the mutual trust, the more access you can safely provide to external parties such as your
customers, suppliers, business partners, vendors, consultants, employees, and contractors. In
this global and increasingly digital age, the ability to provide this secure and trusted access is
no longer a differentiator, but a business necessity.

The Evolution of Information Security

In the early days of networking, individual computers were connected together only in
academic and government environments. Thus, at that time, the networking technologies
that were developed were specific to academic and government environments. Originally,
the academic security model was “wide open” and the government security model was
“closed and locked.” There wasn’t much in between. The government was mainly
concerned with blocking access to computers, restricting internal access to confidential
data, and preventing interception of data (for example, by shielding equipment to prevent
electromagnetic radiation from being intercepted). This method of protecting assets
provided a hard-to-penetrate perimeter, as depicted in Figure 1-1.

No access

S ss== 00

Laptops Computers Printers Servers

from outside
Protected internal resources

Figure 1-1 Original government perimeter blockade model
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Figure 1-2 Original academic open-access model

In the academic world, the goal was to share information openly, so security controls
were limited to accounting functions in order to charge money for the use of computer
time. Figure 1-2 shows the original security model for academic institutions. Compare this
model with the government model shown in Figure 1-1. Note that these two models are
diametrically opposite—the government model blocks everything, while the academic
model allows everything. There is plenty of room in between these two extremes.

In the field of computer security, the practices established by the academic and government
institutions persisted until the early 1990s, and some of those practices are still around today.
Those practices that have endured continue to have their place in a comprehensive security
strategy, but they are no longer sufficient to meet the needs of the modern computer network.

Dangers of the Academic Open-Access Model: A Case Study
InterNex was an Internet service provider (ISP) headquartered in Palo Alto,
California. The only security control it employed was basic username and password
authentication. It had designed its network intentionally to allow unrestricted access.
This was a philosophical decision. The ideology of InterNex was that the Internet
should be open to everyone.

Unfortunately for InterNex, the open-access philosophy had consequences. Many
of its systems were compromised by attackers who were able to guess the passwords of
various user accounts. One of the most famous attackers in history, Kevin Mitnick,
used InterNex’s compromised systems to disguise his identity while attacking other
networks, including during the 1994 IP spoofing attack against computers in San
Diego. Mitnick was eventually captured and served five years in jail.
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When businesses started to widely embrace the Internet as a sales channel and business
tool in the early-to-mid 1990s, a new security model was required. A closed-door approach
doesn’t work when you need to allow thousands or millions of people to have access to the
services on your network. Likewise, an open-door approach doesn’t work when you need to
protect the privacy of each individual who interacts with the services on your network.
E-commerce and business required a more blended approach of providing limited access to
data in a controlled fashion, which is a more sophisticated and complex approach than that
used by the earlier security models. To use the analogy of a house, consider the complexity
of allowing certain authorized parties (like utility companies, cleaning staff, or caterers) to
get into your house while still keeping out burglars and vandals. Isn’t it easier just to keep
all your doors locked (as in the old government model) or to leave them all unlocked (as in
the academic model)? Partial controlled access requires authentication, authorization, and
privacy—and more complexity. How would you design the security of a house to provide
multilevel, complex, granular access, visibility, and control?

As the use of information technologies evolved, the original all-or-nothing approaches
to security no longer met the needs of information consumers. So, the practice of network
security evolved. The concepts of intranets and extranets were developed to accommodate
internal and external customers, respectively, with secured boundaries that resembled
miniature versions of the firewall perimeter. Virtual private networks (VPNs) were developed
to provide a secure channel (or tunnel) from one network to another. These approaches
continued through the end of the 1990s to the early part of the 2000s, after which the first
edition of this book was published in late 2003.

Throughout the first decade of the 21st century, the Internet continued to become an
increasingly critical business platform, and the network became more of a key business
component. As more companies started doing business on the Internet, concepts such as
Software-as-a-Service (SaaS) were developed to provide business services over the Internet.
And the threats found on the Internet evolved as well. Basic viruses and worms along with
the simple exploits and man-in-the-middle attacks found in the decade of the 1990s became
more sophisticated, effective, and ubiquitous.

Which brings us to today. Business partners need to share information with your company,
and often with each other as well. Employees, consultants, contractors, service providers, system
integrators, and other entities that augment a company’s resources all need to collaborate
with a pool of information. The better the distribution vehicle for that information, the more
business opportunities that can be accessed by the company. Customers require secure access
to the information that they need. A secure data network allows a company to distribute
information quickly and effectively throughout the organization, to business partners, and
to customers. Figure 1-3 characterizes the interconnectedness among data, computers,
networks, and information consumers.

SaaS offerings have become just as prevalent as in-house services—in fact, they are
increasingly more prevalent. Companies are choosing to leverage existing service offerings
on the Internet rather than build their own. Social networking is becoming a powerful
marketing force. And cloud computing is moving the boundaries of the network even further
away from the data center. This global interconnectedness requires a different perspective
on security—we can no longer build virtual walls around our networks. Instead, security
must be pervasive, built into every aspect of information processing. And the security

7
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Figure 1-3 Modern information is shared among many consumers, via many channels.

threats to all these information resources have evolved at a rate equal to or greater than the
technologies themselves. (Chapter 2 covers modern threats in detail.)

Modern security products are now designed to balance the needs of business on the
Internet while protecting against today’s sophisticated threats. Modern information security
practices have evolved into a blended approach to managing access to information.
Technology and information are blended into everyday life, and they can no longer be kept
in a locked box or left unprotected.

Justifying Security Investment

How do you justify spending money on security? That is perhaps the most challenging, and
debated, topic in the field of information security. First there was FUD—fear, uncertainty,
and doubt. Without really measuring anything or delivering specific results, executives were
simply frightened into spending money. That didn’t last long. Soon thereafter, return on
investment (ROI) was used as an attempt to market security as an investment that “pays for
itself.” This was the standard approach to justifying information technology budgets, but it
never translated well to security. There is really no good way to demonstrate a monetary
amount gained by spending money on security. So, ROI was combined with annualized loss
expectancy (ALE), a risk measurement strategy that combines the frequency (or probability)
of a loss with the cost of that loss, to produce a yearly expected monetary value. The problem
was that too much guesswork went into ALE, and losses don’t distribute themselves evenly
from year to year, so ALE estimates were really not defensible.

The “insurance analogy” was developed as an alternative to value-based security
justifications. People and businesses spend money on insurance—often as much as 10 percent
of the value of the asset per year—even though they may never have a claim to file. They
spend this money for peace of mind, knowing that they will be covered in the event of a
problem. Likewise, businesses spend money on security because it’s insurance against
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misuse of their assets. How do you measure the value of that insurance? It certainly has
value, but it’s hard to quantify. The Egghead Software case study presented earlier in this
chapter is a good example of how failure to focus on security can cause a major business
loss that greatly exceeds the value of the assets themselves.

So, where does that leave us? The business benefits of security are hard to express in
terms of a simple monetary value. Instead, consider this justification for security spending:
good security practices enable business. They allow the business to prosper. They help
provide a solid foundation upon which the business can expand and grow. Robust
information security practices not only reduce risks and costs, but also provide new
opportunities for revenue. In the past, security was thought of only in the context of
protection (blocking access, closing holes, segmenting and separating systems and networks,
and denying connections). Today that view has evolved to focus on enabling business on a
global scale, using new methods of communication. By improving access to the information
that drives its business, every company can expand its business influence on a global scale,
regardless of the company’s size or location. Information, one of the important assets a
company possesses, is even more valuable when shared with those authorized to have it.
Modern security practices provide information to those who need it without exposing it to
those who should not have it.

Good security practices allow companies to perform their operations in a more integrated
manner, especially with their customers. By carefully controlling the level of access provided
to each individual customer, a company can expand its customer base and the level of service
it can provide to each individual customer, without compromising the safety and integrity of
its business interests, its reputation, and its customers’ assets. Specific benefits of a strong
security program are business agility, cost reduction, and portability.

Business Agility

Today, every company wants to open up its business operations to its customers, suppliers,
and business partners, in order to reach more people and facilitate the expansion of
revenue opportunities. For example, manufacturers want to reach individual customers and
increase sales through e-commerce web sites. Web sites require connections to back-end
resources like inventory systems, customer databases, and material and resource planning
(MRP) applications. Extranets need to allow partners and contractors to connect to
development systems, source code, and product development resources. And SaaS
applications deliver business process tools over the Internet to customers.

Knowledge is power—in business, the more you know, the better you can adapt. Strong
security provides insight into what is happening on the network and, consequently, in the
enterprise. Weak security leaves many companies blind to the daily flow of information to
and from their infrastructure. If a company’s competitors have better control of their
information, they have an advantage. The protection of a company’s information facilitates
new business opportunities, and business processes require fewer resources when managed
efficiently and securely. Contemporary security technologies and practices make life easier,
not harder.

Security allows information to be used more effectively in advancing the goals of
organization because that organization can safely allow more outside groups of people to
utilize the information when it is secure. The more access you provide, the more people you
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can reach—and that means you can do more with less. Automation of business processes,
made trustworthy by appropriate security techniques, allows companies to focus on their core
business. Interconnecting productivity tools opens up new levels of operational effectiveness,
and a responsible security program enables that effectiveness without exposure to undue risk.

When all levels of company management strongly support security, have a fundamental
knowledge of security principles, and place a high value on security practices, the greatest
gain is realized.

Cost Reduction

Modern security practices do reduce some costs, such as those resulting from loss of data or
equipment. Data loss due to mishandling, misuse, or mistakes can be expensive. A rampant
virus outbreak, a web site outage, or a denial of service (DoS) attack can result in service
outages during which customers cannot make purchases and the company cannot transact
business. Perhaps even worse, the service outage may attract unwelcome press coverage.
The consequences of a security compromise can be significant. A publicized security
incident can severely damage the credibility of a company, and thus its ability to acquire
and retain customers.

An increasing number of attacks are categorized as advanced persistent threats (APTs).
These attacks are designed to deploy malware into a network and remain undetected until
triggered for some malicious purpose. Often, the goal of the attacks is theft of financial
information or intellectual property. Loss of service or leakage of sensitive data can result in
fines, increased fees, and an overall decrease in corporate reputation and stock price. Strong
security reduces loss of information and increases service availability and confidentiality.

Portability

Portability means that software and data can be used on multiple platforms or can be
transferred/transmitted within an organization, to a customer, or to a business partner. The
“consumerization” of information has placed demands on companies to be able to provide
meaningful and accurate information at a moment’s notice.

A survey of CIOs and CISOs in 2011 concluded that the single biggest driver of
information security spending over the preceding three years was client requirement,
meaning that customers want to buy products and services from companies that have good
security, and will in fact sometimes require evidence of security practices before completing
a purchase.

To meet the demands of today’s businesses and consumers, architectures and networks
need to be designed with security controls baked in as part of the development process.
Clearly, this level of broad access to information resources requires a well-thought-out and
properly deployed security program. With sound security built in from the ground up,
portability of data as a key benefit can be realized.

Portability also enables business and creates value. For example, Apple’s ability to both
host music and allow personal music libraries to be synchronized to a tablet, mobile phone,
and MP3 player has greatly increased Apple’s bottom line. Security for mobile platforms
affords users the opportunity to take their music everywhere while protecting the interests
of the business by preventing unauthorized downloading of copyrighted material.





